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Abstract

This study examines the crime of spreading false and malicious rumors through digital media, focusing on its
legal characterization, material and mental elements, and distinction from constitutionally protected freedom of
expression. It highlights the serious impact of digital rumors on social security, including undermining public

trust in institutions, provoking disorder, and increasing social tension. Using a comparative analytical approach,
the study identifies shortcomings in traditional national and Arab legislation, particularly regarding the cross-
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border nature of digital rumors and difficulties in identifying perpetrators. It also emphasizes digital awareness
and education as essential preventive measures. The study concludes that effective prevention requires integrating
legal deterrence with public awareness, updating legislation to address technological developments, strengthening
international cooperation, promoting digital literacy, and enhancing the role of professional media and influencers
in disseminating reliable information and protecting social security.

Keywords: Digital Rumors, Cybercrime, Social Security, Freedom of Expression, Digital Awareness.
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