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Abstract

The protection of privacy in the digital environment can no longer depend solely on punishment after harm
has occurred. An infringement committed through the Internet or modern means of communication may spread
within seconds, while the subsequent recovery of personal data or the complete removal of images and
conversations may become practically impossible. This study examines whether Iraqi criminal policy performs
a preventive function capable of preceding digital privacy violations. It analyses the Iraqi Constitution of 2005,
Penal Code No. 111 of 1969, Criminal Procedure Code No. 23 of 1971, Electronic Signature and Electronic
Transactions Law No. 78 of 2012, Law No. 31 of 2013 ratifying the Arab Convention on Combating
Information Technology Offences, as well as Kurdistan Region Law No. 6 of 2008 on the misuse of
communication devices. The study adopts an analytical and critical method, using comparison only where it
reveals a specific gap in Iraqi law. It concludes that Iraq has an explicit constitutional basis for privacy and
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confidentiality of communications, but its criminal protection remains fragmented and largely dependent on
provisions drafted before the widespread use of the Internet. Iraq also lacks a comprehensive federal personal
data protection law and a complete procedural system for preserving and handling digital evidence. The study
proposes a multi-level preventive policy combining precise criminalisation, data-security duties, judicial
control of interception, breach notification, digital awareness, institutional specialisation, and international
cooperation.Keywords: Preventive criminal policy; digital privacy; Internet; communications; personal data;
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