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19" Judgment of the International Court of Justice in Military and Paramilitary Activities in and Against Nicaragua

(Nicaragua v. United States), 1986, L.C.J. 14, 96-97; See also, Malcolm Shaw, International Law, (7th edition,
2014), Cambridge University Press; Yoram Dinstein, War, Aggression and Self-defence (3ed edition 2011).
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https://mksq.journals.ekb.eg/article 7802 486775c9046bdacb05a5dc3a52784c0.pdf
15 Sara Pangrazzi (MLaw), op. cit., p. 7. See: Anna C. Mourlam: op. cit., p. 24.

16 See: Matthew Borton, Samuel Liles, Sydney Liles: op. cit., p. 314.

17 See: Matthew Borton, Samuel Liles, Sydney Liles: op. cit., p. 315.
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See also: Matthew Borton, Samuel Liles, Sydney Liles: op. cit., p. 310, 314.
22 Sara Pangrazzi (MLaw): op. cit., p. 7. Kamal Ahmad Khan: Use of Force and Human Rights under International
Law, op. cit., p. 142.
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https://www.icrc.org/ar/doc/resources/documents/faq/130628-cyber-warfare-q-and-a-eng.htm

26 Matthew C. Waxman: Self-Defensive Force against Cyber Attacks: Legal, Strategic and Political Dimensions,
Vol. 89, 2013, p. 109. See: Sara Pangrazzi (MLaw): op. cit., p. 4.
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29 See, Omer Elegab, The Legality of Non-forcible Counter-measures in International Law (Oxford Monographs
in International Law), 1988.

30 See, Omer Elegab, The Legality of Non-forcible Counter-measures in International Law (Oxford Monographs
in International Law), 1988.

ICJ, Case Concerning Gabc¢ikovo-Nagymaros Project (HUNGARYISLOVAKIA), 1997, paragraph 71

31" A. Randelzhofer, Article 51, in The Charter of the United Nations: A Commentary 661, 664 (B. Simma ed.)
1995.

32 ICJ, case concerning Military and Paramilitary Activities in and Against Nicaragua (Nicaragua v. United
States), Reports 1986, para. 191.

33 (1) ICJ, case concerning Oil Platforms, (Islamic Republic of Iran v. United States of America), Reports 2003,
para. 51.

34 UN General Assembly Res. 3314 (XXIX), Definition of Aggression, Adopted 14 December 1974.

33 Cited in: Jeffry Car, Inside Cyber Warfare, O'Reilly Media, Inc., 2011, p.114.
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38 Lee Stuesser, Active Defense: State Military Response to International Terrorism, 17, California Western

International Law Journal, 1987, p.31

3% Micheal Newton & Larry May, Proportionality in International Law, Oxford University Press, 2014; Arbitral
Award in the Naulilaa Case 1928, 2 Reports of the International Arbitral Awards 1011-1028.

40 Yoram Dinstein, Computer Network Attacks and Self-Defense, 76 U.S. Naval War College of International
Law Studies (2002).
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64 SCHIOLBERG, The History of Global Harmonication on Cybercrime Legislation, 2008, available at
httpa//www.cybercrimelane.net/Cybercrimelochtml
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