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Abstract

This research aims to shed light on the phenomenon of cyber-extortion to which women are exposed in Iraqi
society, in light of the development of digital technology and the increased use of social media by women. The
research problem is the increase in these digital crimes and the severe psychological and social impact they cause
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on victims, especially in a conservative society that places significant moral and social consequences on women
when exposed to such situations.The research sought to achieve a set of objectives, including: defining the
concept of cyber-extortion and its types; analyzing the social factors that contribute to women's exposure to this
type of crime; reviewing its psychological and social effects; and demonstrating the role of social awareness in
confronting it, while offering practical recommendations to limit its spread.The researcher adopted a descriptive
and analytical approach. A questionnaire was used as the primary tool to collect data from a sample of 300
participants (males and females) from Salah al-Din Governorate. Participants varied in gender, age group, marital
status, and educational level, which gave the results a high degree of comprehensiveness and balance. The
statistical results revealed statistically significant differences between males and females in their perception of
the social factors leading to cyber-extortion based on gender. The data showed that males were more likely than
females to analyze the social causes. Statistically significant differences were also found based on educational
level, with higher-educated groups showing greater awareness of the causes and consequences of the
phenomenon compared to lower-educated groups. The results showed that the most prominent causes of cyber-
extortion were: lack of digital awareness, social pressures, the absence of deterrent legislation, and
unemployment. The effects ranged from psychological disorders such as depression and anxiety to social

disorders such as isolation, family disintegration, and stigma
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